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The SAMLite Active Scan is a network based scanning method. With this method the SAMLite Active
Probes make network connections to machines to try to scan them. Scans can be started manually
or based on a schedule.

By default an Active Probe is installed by the SAMLite installer on the same machine as the rest of
the SAMLite modules. You can install Active Probes on other machines to increase coverage or work
within network/firewall restrictions. The default URL for Active Probes is http.//<Probe
Address>/SAMLiteActiveProbe/activeprobe.asmx

The default local active probe can be accessed with Probe Address = localhost or 127.0.0.1.

If probes are installed on other machines they can be access using a similar URL but with the Probe
Address set to the machine’s IP or address.

Quick Setup Steps
1) Login to the SAMLite Web Dashboard

N

Click on Active Scan

w

)
)
) Click on Configure Active Probe

) Configure and add a local Active Probe (127.0.0.1)
)

)

)

U b

Go to Active Scan, Configure Credential

(&)

Add credentials for the Active Probe to use for scanning

~

Go to Active Scan and create a schedule for scanning.
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Scan Types
e |P Address/Hostname

This runs WMI scans on hostnames, IP addresses or IP ranges.
e Windows Network Neighbourhood

This runs WMI scans on machines discovered in the Network Neighborhood.
e SMS/SCCM Collection

This gets scan information by querying a specified SCCM database.
e |P Address/Hostname (SSH Scan)

This runs SSH scans on hostnames, IP addresses or IP ranges.
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To access the Active Scan configuration page, users must have Active Collection Moderator rights.

te:
$4M( ite .
‘/mlraqden-awm-m s Active Scan Lic
Cenfiguration Scan Now Event Log
ﬂ' Configure Active Probe, credentials and manage network » Run Active Collection now. 'ﬂ' Display activities of active cellection and scheduled
discovery. Active Probe and Credentials need to be scan,
configured before the Active Scan. Run collection by
Configure Active Probe 1P Address/Hostname Tode
. Past 15 days
Configure Credential | Upload Credential Mapping Network Neighbourhood
Manage Network Discovery SMS/SCEM Collection Schedlle History
IFP Address/Hostname (SSH Scan)
Schedule Scan
u Run Active Collection at scheduled time,
Schedule List
Create Schedule by
IP Address/Hostname
Metwork Meighbourhood
SMS/SCCM Collection
IP Address/Hostrame (55H Scan)
Name Description
Configure Active Probe Configure/Add Active Probes to be used for scanning
Configure Credential Configure Credentials that will be used to connect to client machines
Scan Now Perform scans immediate after the configuration. Click one from sub
menus to select the scan type.
Schedule Scan Perform scans at a scheduled time. Click one from sub menus to select
the scan type.
Event Log View scan related logs.
Schedule History Display schedule history such as start times of scheduled scans.
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Configure Active Probe

Complete the form to add an active probe. Select an existing active probe from the list to modify its details. Click kd to add new active probse,

2 records ] x| Add new Active Probe
|| Server Name i':ﬂm Port Enabled  Server Mame
[]  Remote Server 1 10.55.1.2 80 Location/port 10.243.1.171 80
[ local 127.0.0.1 80 Test Connection
Description
e
Enabled |

| Get Local Location || add |

A list of configured active probes will be displayed at the left panel while the new or selected active
probe configuration will be on the right panel.

To disable active probes select them on the left panel and click the green X %! button. To enable
selected the active probes click on the green tick &4 button. To delete, click on the red X [x] button.

To add an active probe click on the sl button:

Field name Description
Server Name Name of the Server
IP Address IP address in ipv4 (4 segments), together with the port number.

The port number is used if the SAMLite Active Probe is not
installed in default website (port 80)

Description (Optional) Description of active probe

Enable Check to enable the active probe on creation

How to configure new active probe:
1) Complete the form at the right panel. (Or click &# and complete the form)
2) Click Test Connection to test on Active Probe

3) Click Add if the test succeeds and you see a green Valid below Location/port.
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Edit an Existing Active Probe

Configure Active Probe

Complete the form to add an active probe. Select an existing active probe from the list to modify its details. Click kd to add new active probe.

|2remrds [v]x]x]+] H.ActiverbeDetail |
| | Server Name P Port Enabled Server Mame | Remote Server 1 |
[ Remote Server 1 10,5512 80 Location/port | 10,5512 | | 80 |
O locl 127.001 80 JEConecion
Description
A
Enabled ]

Get Local Location || update |

1) Select an active probe at left panel.
2) Details of the selected probe will be displayed at right panel.

3) Click Update to save the changes.

Remove Active Probe

1) Select the active probe to delete on left panel.

2) cick B

Note: All schedules using removed active probe will be disabled
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Configure Credential

Complete the form to add a new cradential. Select an existing credential from the list to modify its details. Click ke to add new credential.

srecords 1D
[ | Type Username Description
O | ssH root test
[] ssH root privkey.ppk
[ s=sH root
O  ssH test2

[ windows isat\samlite
|  Windows localhost\administrator

Enabled

(< BN < BN <M< B < B <

Add New Credential

Credential Type
Userid
Password

Confirm Password
Description

Enabled [l

Credentials store a list of username and password that will be used to connect to client machines.
Passwords are encrypted during the process. Username/Userid refers to the logon ID used for
logging on and not the user’s display name.

Add a Windows Credential

1) Click &a if the “Add New Credential” form is not visible.

2) Select Windows for Credential Type

3) Fill in the credential details.

4) Click Add to add the credential
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Add New Credential

Credential Typs
zzrid

Password
Cenfirm Password

S5H Key Lppk)

Description

Enabled

~SAMLite

— asset lifecycle management

Choose file | Mo file chosen

Add

1) Click ks if the “Add New Credential” form is not visible.

2) Select SSH for Credential Type

3) Fill in the credential details.

4) Optionally upload a “Putty” format SSH public key (.ppk file extension). If an SSH key is used

the specified Password will be used to decrypt it. Refer to the Appendix on creating or

importing SSH keys.

5) Click Add to add the credential
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Credential Details

Configure Credential

Complete the form to add a new credential. Select an existing credential from the list to modify its details. Click kd to add new credential.

6records [ E1E3
| Type Username Description Enabled
O  ssH root test
O ssH root privkey.ppk
O | ssH root B8
| ssH test?
[ windows isatisamlits
[ windows localhost\administrator

1)
2)

3)

4)

Select a username from credential list

Credential Detail
Credential Typs
Userid

Password

SSH Key

New S5H Key [.ppk)

Description

Enabled
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55H v
test2

(Not displayed) Edit
1482 bytes || Delete key

Choose file | Mo file chosen

A

[#] Enable this to use this credential for active
collection

Delete | | Save

Details of selected username will be displayed at right panel.

You may change the details. Check the Delete key checkbox if you wish the SSH key to be

deleted when changes are saved.

Click Save to save the changes.

Remove Credentials

1)

2)

Select a username at left panel

Click Delete to remove the credential
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Active Collection

Active Scan Now

B configure active probe B3 configure Credentizl

Complete the configuration to begin the active collection

General Setting
Actue robe
Collection Type

Insert the hostname/ip address and click add [ x]
Hostname/IPAddress ] Please Add IP Address or range before begin the scan

1P Address Range

[ ]
1o .II . . -243 . .
[ ]

There are 3 steps for configuring an Active Scan:

1) Select active probe
2) Select a collection type
3) Specify collection details/settings

Active Probe | Remote Server 1 (IP: 10.55.1.2:80) ¥ |

Collection Type | 1P Address/Hostname v |

First select the active probe that will be used for active collection. Next select a collection type. This
is to choose the scanning method e.g. IP Address/Hostname (Windows Scan), Network
Neighborhood (Windows Scan), SMS/SCCM Collection (connect to SCCM database) or SSH Scan.
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IP Address/Hostname, SSH Scan

Insert the hostname/ip address and click add
Hostname/IPAddress

Add >
IF Address Rangs

.| 243
From

Add >

Import list of computers to scan

(esv file) Choose file | Mo file chosen
) J

Import >

T SAM| ite

— asset lifecycle management

Please Add hostname, IP Address or range before begin the scan

For the IP Address/Hostname or SSH Scan collection types, specify the hostnames, IP addresses or IP

ranges to be scanned. Then click on “Collect Now”
You can also import a list of machines to be scanned:

1) Import list of machines to be scanned

a. You must have the CSV file that contains the list of machine to scan.
b. The file will contain either the IP address or hostnames of machines that you wish to

scan.

c. Each IP address or hostname is separated by a breakline. E.g. :

192.168.1.1
192.168.1.4
192.168.1.96

192.168.1.234

d. Toimport the list, click “Choose File” button and select the file.
e. Click “Import” button to add them into your scanning list.
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Network Neighbourhood

Complete the configuration to begin the active collection

Active Probe | Remote Server 1 (IP: 10.55.1.2:80) * |
Collection Type | Windows Network Meighbourhood ¥ |

Collection Type Configuration
Method

® Discover and scan computers
) Chooss computars

[_collet ow_||

To scan discovered computers pick the “Discover and scan computers” option then click on Collect
Now.

To choose computers you want to scan pick the “Choose computers option”:

Method ) Discover and scan computars
® Choose computers
Active Probe [local (1P: 127.0.0.1:80) v
SAMLite is now discovering networks. It takes a few minutes to complete depending on the size of network.
Select discovered computers from the list below: (Esfresh list) hide Qperating System
[ select all
|| adtest2.here
()] SAMLITE-PC ] WINXPPROISI
) ADTEST2
[ samLITEWINGL

Then select the machines to be scanned and click on Collect Now.

SCCM/SMS Collection

Collection Type Configuration

Please provide SCCM/SMS Database connection settings

SCCM/SMS Database

Instance | 152.168.1.5 |

Authentication | sQL server Authentication hd

Login ID: |s-am|ite |

Password: | sresannned| |

|

Enter the address of the SCCM database, and the appropriate credentials to access it. Then click on
connect.
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Collection Type Configuration

Please provide SCCM/5M5S Database connection settings

SCCM/SMS Database

Instance | 192.168.1.5
Authentication | SQL Server Authentication v
Login ID: | zamlite
Password:
Select Database - Sglect Databass - ¥
— Select Database —
validity
Computers master
msdb
tempdb

If the connection was successful you can select the SCCM database you wish to collect data from.

Collection Type Configuration

Please provide SCCM/SMS Database connection settings

SCCM/SMS Database

retane | 192.168.1.5

Authentication | SQL Server Authentication v
Login ID: | samlite
Password:

Selact Database | cM_1sa v

Validity Valid SMS/SCCM database

Computers 4

If the selected database is valid and compatible you will see the message “Valid SMS/SCCM
database”. You can then click on “Collect Now” to run the scan.

Monitoring scan progress

You can monitor the progress of the scan by viewing the Event Logs. See the Event Logs section for
details.
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Schedule Scan
Schedule scans are scans done on a schedule (e.g. daily, weekly).

Create a new schedule

Schedule Scan
0 | Run Active Collection at scheduled time.
- A

Scheduls List

Create Schedule by
IP Address/Hostname

Metwaork Neighbourhood

SMS/SCCM Collection

IP Address/Hostname (S5H Scan)

Select the scan/collection type.

General Setting
Schedule Name | |
Active Probe | Remote Server 1 (IP: 10.55.1.2:80) ¥ |
Start Time ® This time
) At Spacific time with Date: B Time: (24 hour format)
Interval Q@ Everyday
® Once a week

o Firstnfevery month
o Every day of week on M
@

Every |D |l:la5-I |D |hnur |D |minute

Repeat ] Repeat D times
{Uncheck to repeat the scan continuously)

Collection Type | 1P Address/Hostname v |

Fill in the Schedule Details. You can still change the Collection Type at this point.
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IP Address/Hostname, SSH Scan

Insert the hostname /ip address and click add m
Hostname/[IPAddress l:l Please Add hostname, IP Address or range before begin the scan

IP Addi Ra
"
L
. =0

Import list of to scan .
(csv file) Choose file | Mo file chosen

Specify the hostnames, IP addresses or IP ranges to be scanned.

Network Neighbourhood
Method

- Discover and scan computers
') Choose computers

|

To scan discovered computers pick the “Discover and scan computers” option then click on Create.

To choose computers you want to scan pick the “Choose computers option”:

Method @ Discover and scan computers
'® Choose computers
Active Probe [local (1P: 127.0.0.1:80) \a
SAMLite is now discovering networks. It takes a few minutes to complete depending on the size of network.
Select discovered computers from the list below: (Rsfresh list) ¥ hide Operating System
[ select All
[ adtest2.here
(] SAMLITE-RC ()] WINXPPROISI
[l aDTEST2
) saMLITEWINS1

Then select the machines to be scanned and click on Create.
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SCCM/SMS Collection

Collection Type Configuration
Please provide SCCM/5M5 Database connection settings

SCCM/SMS Database
Instance

| 152.168.1.5 |

Authentication | 5QL Server Authentication v

Login ID: |s.amlite |

Password: | sresannned| |

|

Enter the address of the SCCM database, and the appropriate credentials to access it. Then click on
connect.

Collection Type Configuration

Please provide SCCM/SMS Database connection settings

SCCM/SMS Database

Instance | 192.168.1.5
Authentication | SQL Server Authentication v
Login ID: | samlite
Paszwaord:
Select Database — Select Database — ¥
— Select Database —
validity
Computers master
msdb
tempdb

If the connection was successful you can select the SCCM database you wish to collect data from.

Page 17 of 33



/MLtte

asset lifecycle management

Please provide SCCM/SMS Database connection settings

SCCM/SMS Database

hetance | 122.168.1.5

Authentication | 5QL Server Authentication v
Login ID: | zamlits
Password:

Select Database | cM_1s8 v

Validity Valid SMS/SCCM database

Computers 4

If the selected database is valid and compatible you will see the message “Valid SMS/SCCM
database”.

Saving changes

Once the settings are as desired, click on _ fo - to create the schedule.
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Update an existing Schedule

Select Schedule List to get a list of existing schedules.
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> Active Scan > Schedule List -
Create Mew Schedule
s MO0 |
Repeat
Schedule Name Active Probe Created Date Last Scheduled time  Next Scheduled Time bl Scan

Remaining

[ | isa sccm test local 24/03/2016 5:01:24 PM | 12/04/2017 4:49:24 PM = 13/04/2017 4:49:22 PM -

[ test Remote Server 1 4/06/2013 2:23:26 AM  27/05/2016 12:33:03 PM  28/05/2016 12:33:00 PM 3 =

[ test won local 12/04/2017 6:51:12 PM  12/04/2017 6:51:12 PM  13/04/2017 6:51:11 PM -

[]  testssh local 17/03/2017 4:49:37 PM 12/04/2017 4:48:4% PM 13/04/2017 4:48:50 PM =

1) Click the schedule’s name from the list.

Schedule Detail

Schedule Name | testssh
Active Probe [local (1P: 127.0.0.1:80) v
Start Time ® This time

O At Specific time with Date: ‘ 12/04/2017 | B Time: ‘ 18:32
Interval ® Everyday

) Once 2 wesk

© First of every month

Q Every day of week on m

Q@ Every EI day EI hour EI minute
Repeat O pepeat times

{Uncheck to repeat the scan continuously)

Enabled ¥
Collection Type [ 55H Scan v

| {24 hour format)

Insert the hostname/ip address and click add m

Hostname/IPAddress

Type

152.168.1.1 - 192.168.1.254

10.243.0.1 - 10.243.4.254

Value

2) The details of the schedule are displayed on this page. You may change the values and click

Update to update the settings.
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4 records (% B

Schedule Name Active Probe Created Date
i=a scom test local 24/03/2016 5:01:24 PM
test Remote Server 1 4/06/2013 2:23:26 AM
#|  test won local 12/04/2017 6:51:12 PM
testssh lecal 17/03/2017 4:4%9:37 PM

1) Select a schedule from the list

2) Click 8 to delete the selected schedule.

Last Scheduled time

12/04/2017 4:49:24 PM
27/05/2016 12:33:03 PM
12/04/2017 6:51:12 PM

12/04/2017 4:48:49 PM

- sAMLite
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Repeat

Mext Scheduled Time Enabled Scan

13/04/2017 4:49:22 PM
28/05/2016 12:33:00 PM
19/04/2017 6:51:11 PM

13/04/2017 4:48:50 PM

Remaining

< B < B < B <
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Active Scan Event Log

Active Scan Event Log

7}

Date
09/04/2017

08/04/2017

07/04/2017

06/04/2017

05/04/2017

04/04/2017

03/04/2017

02/04/2017

01/04/2017

31/03/2017

30/03/2017

29/03/2017

28/03/2017

27/03f/2017

26/03/2017

25/03/2017

24/03/2017

23/03/2017

11 records

Event Date
9/04/2017 4:54:45 PM
9/04/2017 4:51:51 PM
9/04/2017 4:51:49 PM
9/04/2017 4:51:29 PM
9/04/2017 4:43:51 PM
9/04/2017 4:49:51 PM
9/04/2017 4:49:51 PM
9/04/2017 4:49:47 PM
9/04/2017 4:49:22 PM
9/04/2017 4:48:59 PM

9/04/2017 4:48:51 PM

Instance

10.243.0.242

10.243.0.16

10.243.0.10

192.168.1.242

192.168.1.56

192,168.1.97

192,168.1.99

1592.168.1.51

SMS Server

192.168.1.31

1532.168.1.16

D EI B[] refresh rate: never ¥ |search

Type

SSH Scan

SSH Scan

SSH Scan

55H Scan

SSH Scan

S5H Scan

SSH Scan

SSH Scan

Active Scan

55H Scan

SSH Scan

Status

Error

Success

Errer

Error

Error

Errar

Error

Error

Success

Error

Success
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Last updat

Description

Cellection is complete but the XML file is sent to dead folder.

Mo valid credentials

Cellection is complete but the XML file is sent to dead folder.
Mo valid credentials

Mo valid credentials

Mo valid credentials

Mo valid credentials

4 instances have successfully scanned. (0 srrors)

FATAL ERROR: Network error: Software caused connection abort

Select the dates on the left to restrict the records on the right to selected dates.

Control

Description

Filter records by type

Filter records by status

Refresh

rate

Set the rate the page is to be refreshed automatically.

Click to refresh the records

Delete selected records

Export to Excel readable format

ol & B &

Search for records

Page 21 of 33



- /SAMite

asset lifecycle management

Schedule History

Schedule History displays the start time and end time of the scheduled scans.

‘ 366 records m E Display date beforel:l & |

OJ Start Time Next Start Time Schedule Name
(] 10/04/2017 4:49:22 PM 10/04/2017 4:49:22 PM isa scem test

O 10/04/2017 4:48:50 PM 10/04/2017 4:48:52 PM testssh

(] 9/04/2017 4:49:22 PM 9/04/2017 4:42:21 PM isa scem test

O 9/04/2017 4:48:50 PM 9/04/2017 4:48:51 PM testssh

(] 8/04/2017 4:49:22 PM 8/04/2017 4:49:23 PM isa scem test

O 8/04/2017 4:48:50 PM 8/04/2017 4:48:52 PM testssh

(] 7/04/2017 4:49:22 PM 7/04/2017 4:49:22 PM isa scem test

O 7/04/2017 4:48:50 PM 7/04/2017 4:48:52 PM testssh

(] 6/04/2017 7:42:46 PM 6/04/2017 7:42:48 PM isa scem test

Schedule history is to display the activities of scheduled scan. It shows start time and end time of the

scheduled scan. Click B to delete the selected records.
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To manage or create SSH keys on Windows you can use Putty (SSH software for Windows).

You can download Putty from here: http://www.chiark.greenend.org.uk/~sgtatham/putty/

After installing Putty, run puttygen

B PUTTY Key Generator ed B

File Key Conversions Help

~ Key
Mo key.

— Actions

Load an existing private key file

Save the generated key

Generate a public/private key pair

Generate

|
Load |
|

Save public key Save private key

— Parameters

Type of key to generate:
" 55H-1({RSA)

* SSH-2 RSA

Mumber of bits in a generated key:

" SSH-2 DSA

I

It is recommended to use keys that are larger than 2000 bits. It is also recommended to use SSH-2

RSA keys. SSH-1 and DSA keys are deprecated and not recommended.

Click on Generate.
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~ Key

Please generate some randomness by moving the mouse over the blank area.

]

— Actions
Generate a public/private key pair | Henerate I
Load an existing private key file Lzad |
Save the generated key Save pubilic key | Save private key |
— Parameters
Type of key to generate:
€ 554 (B % 55H-2 BSA ) S5H2 DS
Mumber of bits in a generated key: 2200

Move the mouse randomly over the blank area to try to create a key that is difficult to predict.
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B PuTTY Key Generator d 3

File kKey Conversions Help

~ Key
Please wait while a key is generated...

- ]

— Actions
Generate a public/private key pair | Henerate I
Load an existing private key file Lzad |
Save the generated key Save pubilic key | Save private key |
— Parameters
Type of key to generate:
€ 554 (B % 55H-2 BSA ) S5H2 DS
Mumber of bits in a generated key: 2200

Wait for the key to be created. If the key is large this may take a while on slow computers.
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B PuTTY Key Generator d 3

File kKey Conversions Help
~ Key
Bublic key for pasting into OpenS5H authorized_leys file:

EdWr. |'.n. = "|rfr| zry M 0Wm D0 Ki |:| IJr 'I"u' r| o 'I l: w4 ['a:l MF2YY 8YaldylhgBEt 1inLgyh
Lt ! QX7 B N XdmaoWINFzZ Pz 2N4Cicy

MESgtd /0HPa

=

ull:l._-l mF Kt |_|b._'r'.'1+f'.-1l_lﬁi"TL4 ! IF"I:IFL:IF-'n- n.E- r's:n-l- H"--._I]'I I]ai[!'

Key fingerprint: Issh-rsa 2200 cb:Scf.d7. F.ad.6i:8a:90:56f6: b6 7d19:ce: 77

Key comment: |rsakey-20170407

Ke}" pgSSPhIESE: II--..------..-----...-----...-----...-----...-

CEI"IﬁITI'I pESS.phIESE: II--..------..-----...-----...-----...-----...-
— Actions

(Generate a public/private key pair Generate |

Load an existing private key file Load |

Save the generated key Save public key Save private key |
— Parameters

Type of key to generate:

" 55H-1 (RSA) ¥ 55H-2 RSA " 55H-2 DSA

Mumber of bits in a generated key: 2200

Copy the Public key in OpenSSH format and save it somewhere. For example: sshpubkey.txt

The public key should look similar to this:

ssh-rsa
AAAAB3NzaClyc2EAAAABIQAAARQA4PaGsNOhEzBgzPcmepZSmLSwfuhJd9ejBstR6WBVmcozzYDPOAHIbsIe
ieb5qv/3d1ASC6w35J12D1to/dS1jpgV/ugqd7en+1HC036YSzzel 9QbdVKTLP+EdWrJwKBMrfrcryNZx0Vm0
0jKidur/1VnaolCnvK40gMF2YY8Yg0dyIhgEt1l1nU6yh+dAOLPCGntxTYOLI3RLb1QX7Qm3g6UATaMKhmgM
63zNWX4moW3NFzZFxz2N4QcygobwKzMnSXEcv2elYp+ykPo5u2lbzaZ2DiBVoCSWTIBcDkYFTtK20bT 7vd4
Rx06jX1ixGHsY1DOMESgtJ70HPa+niDSZ/mPKtvU62M+MCCZTLAVUPjdFLd6wpxE= rsa-key-20170407

This text will have to be appended as a single line to the /root/.ssh/authorized_keys file onto all the
machines to be scanned (see “Appendix: Installing an SSH Public Key” for details).

Enter the Key passphrase and confirmation. Pick a passphrase that is difficult to guess. Do not forget
the passphrase.

Click on Save private key.
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x
‘mv | . = BOOTCAMF (C:) -~ temp - MNew folder (2) - m I Search Mew folder (2)

Organize =  Mew folder = < @

.| My Programs ;| Mame * |Date rmodified |T~;pe
B My Videos
[ MetHood

[ PrintHood
Eﬂ Recent

@ Saved Games
£ Searches

@) SendTo

@) Start Menu
[ Templates

Mo items match your search.

. Tradng

L VirtualBox VMs J
1/ Computer

ij Network ~| 4 |

i
File name: I rsapriv2 j
I

Save as type: IPu‘I‘I’Y Private Key Files (*.ppk)

'+ Hide Foldersl Save Cancel |

This key and the corresponding passphrase should be used as an SSH Credential.
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If you have an existing OpenSSH key that you wish to use for scanning (because its already installed
on many machines) you need to convert it to the Putty format first.

You need the private key not the public key, and also the passphrase for that key if one exists.

Run PuttyGen

B PuTTY Key Generator X

File Key Conversions Help

~ Key
Mo key.

— Actions

(Generate a public/private key pair Generate

Load an existing private key file Load |

Save the generated key Save public key Save private key |

— Parameters

Type of key to generate:
f* RSA " DSA " ECDSA " ED25519 " SSH-1(RSA)

Mumber of bits in a generated key: IZME
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Select Conversions, Import key:

& PuTTY Key Generator

[ Y
S ayE pUDIE ke
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Open the key:

&' Load private key: x

‘éov | .~ BOOTCAMFP (C:) - temp -~ Mew folder (2) - mj I Search Mew folder (2) [:]
Organize *  Mew folder = ~ [ @
o My Music ;I Marme * | Date modified | Type

=| My Pictures

| My Programs

& My Videos
[ MetHood
@) PrintHood

|| rsapriv2.ppk 2017-04-07 5:25 FM PPE File
. sshkey_rsa 2017-04-07 6:37 FM

E[‘- Recent
i Saved Games
£ Searches
[} SendTa
[@: StartMenu
@ Templates
J Tracing
| VirtualBox VMs
1M Computer

b
SWhetork p gy | N

File name: Isshlceg,r_rsa j IA“ Files (*.") j
Open - Cancel |

Enter the passphrase:

PuTTYgen: Enter Passphra: x|

Erter passphrase for key
C:itemptMew folder (2)\sshkey_rsa

oK Cancel
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You should now see something similar to this:

B PuTTY Key Generator d 3

File kKey Conversions Help

~ Key
Bublic key for pasting into OpenS5H authorized_leys file:
sshsa -
AAAABINzaC Tyc 2EAAAABMAAARC Arcah S0LIYxa RPrLKSgnGzs SVwG50asd
+/qU35+5f0H5d 10FKpCyBg Yo BF51S xR 2my 7 UDS0vs DoAbDokg Iy 6FDE5p M
+3gWj3J/ B0 BOmeysG 1 ThicAwl D Tnkzjao Mirdf Y X0 TRYMN P Sk DkBWTNPa 3 Yac Yiydb
udE0Saivy Thus4t S4YPowWIITMXhMUDALZ fie Zaxa D510 +KsY Q20 P2 Yy ;I
Key fingerprint: Issh-rsa 2200 1c:17:c1:02:35:66:17.78:6f: 1d:46:05:05.cf .£9.66
Key comment: IimpDrted-npenssh-ke-_.r
Ke}" pgSSPhIESE: II-...-----..-------..-----...-----.-.-----...-
CEI"IﬁITI'I pESS.phIESE: II-...-----..-------..-----...-----.-.-----...-
— Actions
(Generate a public/private key pair Generate |
Load an existing private key file Load |
Save the generated key Save public key Save private key |
— Parameters
Type of key to generate:
" 55H-1 (RSA) ¥ 55H-2 RSA " 55H-2 DSA
Mumber of bits in a generated key: I'I 024

Enter a new passphrase and confirmation if you do not wish to keep the same passphrase.
Then click on Save private key.

The new saved private key and corresponding passphrase can be used as a SAMLite Active Probe
credential.

Installing an SSH Public Key on Linux/Unix
In order to use an SSH private key to log in to a machine, its corresponding SSH Public Key has to be
installed. One method is to issue the following command as root on the target machine:

echo "ssh-rsa
AAAAB3NzaClyc2EAAAABJIQAAARQA4PaGsNOhEzBgzPcmepZSmL5wfuhJ9ejBstR6WBVmcozzYDPOAHJbsIe
ie5qv/3d1ASC6w35J12D1to/dS1jpagV/ugqd7en+1HC036YSzzel 9QbdVKTLP+EAWrIJwKBMr frcryNZx0vVmO0
0jKidur/1VnaolCnvK40gMF2YY8Yg0dyThgEt1l1nU6yh+dAOLPCGntxTYOLI3RLb1Q0X7Q0m3g6UATaMKhmgM
63zNWX4moW3NFzZFxz2N4QcygobwKzMnSXEcv2elYp+ykPo5u2lbzaZ2DiBVoCSWTIBcDkYFTtK20bT 7vd4
Rx0637X1ixGHsY1DOMESgtJ70HPa+niDSZ/mPKtvU62M+MCCZTLAVUPjdFLd6wpxE= rsa-key-20170407"
>> ~/.ssh/authorized keys

This has to be a single line with no explicit line-breaks. Replace the example key text with the actual
public key.
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Enabling SSH access on OS X
Open the Apple menu.

n Terminal Shell Edit
About This Mac

System Preferences... \
App Store... 1 update

Recent ltems B
Force Quit... NHED

Sleep
Restart...
Shut Down...

Log Out admin... o¥Q

Select System Preferences.

® O 38 System Preferences [Q lsearch ]
5 =3k
e @ B = 2 O g
lf I’
General Desktop & Dock Mission Language Security Spotlight Notifications
Screen Saver Control & Region & Privacy

o N

CDs & DVDs Displays Energy Keyboard Mouse Trackpad Printers & Sound

Saver Scanners

Ink Startup
Disk

2 @ © o @

iCloud App Store Internet Extensions Network Sharing
Accounts

2N ® & = © @
Users & Parental Siri Date & Time Time Accessibility
Groups Controls Machine

Click on the “Sharing” preference panel.
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O < T Sharing

Computer Name: admin’s iMac
Computers on your local network can access your computer at: Edit
admins-iMac.local

® Remote Login: On

On Service
To leg in to this computer remotely, type "ssh admin@®10.222.0.247".

DWVD or CD Sharing
Screen Sharing
File Sharing
Printer Sharing
Allow access for: All users
Remote Management oOI'IW e s
Remote Apple Events
Internet Sharing

22 Administrators

Select the checkbox next to “Remote Login”. This will immediately enable SSH access.

You can now close the “Sharing” preference panel.
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